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Wide—-Deep Learning Malware Detection Based on Feature Fusion
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Abstract: In order to solve the problems of insufficient image representation and feature extraction in existing malware detection methods, a
width depth learning malware detection model EffNet IPDBL based on pyramid feature fusion is proposed. The model first visualizes malware
as multi-channel images to enhance the characteristics of sample data; Secondly, the dual channel attention mechanism is introduced into Ef-
ficientNetB3 module to enhance the ability of channel feature selection and obtain more information to enhance image features ; Thirdly, pyra-
mid features are used to fuse multi-scale and multi-level image features, while capturing global semantics and local details to improve system
robustness; Finally, incremental principal component analysis is used to optimize the pyramid depth width learning module , making it more
suitable for processing large—scale data sets. Experiments on self-constructed data sets and Malimg public data sets show that the detection ac-
curacy of this model reaches 88.35% and 98.69% respectively, which can effectively detect malware.

Key Words: malware; breadth learning system; feature fusion; EfficientNet; incremental principal component analysis
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Fig.3 The process of generating RGB images by malware
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Fig.4 Flow of pyramid feature fusion method
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J(TP + FP) (TP + FN)(TN + FP)(TN + FN)

N,

S (5.5) (37)

ZH TP (True Positive ) 2 78 52 FR A 1E 451, F5000 S 1F 44l
4 ; TN (True Negative ) 278 52 B A G 51, $000 Sy 171 451 )
Hiit ; FP(False Positive ) #27 SEBx Ay 17 5], Tt Ay i f51] £ %5

PrivateScore =



%3 B % X2 TRIIR 45 B T RHIE LG 1 58 BE— TR BE 2 21 R A A - 147
Table 3 Details of dataset IT
R3 BIEETEHARER
HEA S FE FEA R
Adware 15 693
Backdoor 28 480
BrowserModifier 57914
Constructor 7 Adware Backdoor
DDoS 1266
Dialer 1421
DoS 37
Exploit 23593
Flooder 633
HackTool 1142
Joke 42
Misleading 174 BrowserModifier SoftwareBundler
MonitoringTool 239 . . L
Fig. 6 Dataset visualization results
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Table 5 Comparison of different methods on self-built datasets

x5 AEAFEEBERYIESE LHLER (%)
ik Accuracy Precision Recall Fl-score
VGGNet 87.46 86.74 76.52 77.87
AlexNet 86.59 86.00 77.33 79.01
3D-VGG-16 84.14 78.52 77.89 77.36
EffNet-IPDBL 88.35 85.97 83.07 83.45

Table 6 Comparison of different methods on Malimg dataset

F6 AR ETEMalimg #HHEE FRILLE (%)
T Accuracy Precision Recall Fl-score
VGGNet 96.16 96.00 96.50 96.20
AlexNet 97.80 97.80 98.00 97.80
3D-VGG-16 96.14 97.00 96.00 96.00
EffNet-IPDBL 98.69 96.59 96.31 96.39

Table 7 Comparison of different methods on MalVis dataset

£7 AREFEEMalVisBIRE FHLEE (%)
Tk Accuracy Precision Recall Fl-score
VGGNet 94.79 94.84 94.69 94.71
AlexNet 94.06 93.89 93.94 93.82
3D-VGG-16 93.68 93.64 93.53 93.51
EffNet-IPDBL 95.82 95.98 95.76 95.83

3.5.3 RE 7 HRFE

NG UEAS SCTT ik R BE AR 51 BERDPR R85 B
(FLOPs, Floating Point Operations )/ A fifif & 45 74 & 7% £ 1)
FEAR , [ I T S A Sy 7 ARG 003 88 )5 4, £ P 58
— IR EREE . B TE Malimg B4 45 B aEAT , 25 5L a3k
8 Jir7R . T LA, 5 VGGNet, AlexNet Al 3D-VGG-16 #
P, A SO 5 (1 S 80 B FLOPs 2 e iR, SR, 48 SC07
PEAEHEFR I 4E 7 T W52 T VGGNet il AlexNet, J5 K 75 T3
K H B9 EfficientNet 9 46 764 Hlid 72 iy Je R B 325
AR . BSOS BT R TNRT BE (3 THBOR R L
AU SIE ] DL AZ

Table 8 Efficiency evaluation results of different methods

KR8 ARFEMNRITHER

RES FLOPs/G PRI 2 /ms ZHEM
VGGNet 15.47 9.08 138.35
AlexNet 0.69 3.00 61.10

3D-VGG-16 81.37 320.02 784.34
EffNet-IPDBL 0.10 22.01 0.09

3.6 HELZRIE

FE 3 AR S TR S G, 43 0] 500 X T R )
HLHI | 4 S35 R AE Rl & A IPCA BIVE R, 45 3£ 9.4 10
ME LR, Al LUE AT — S B 1 B% [ 1 2 WA
TR AR e 7 A S R R P A B TR 5 T, I T 45 B B A A
RGER A A B S AR . BRI, 22 Bk IPCA 5
Jor  BERUAE L #E Malimg F1 Mal Vis 088 48 B9 MCC 845 73
BITFRET 3.14% . 1.14% F11.94% , [6] I AERH Z6 RS0 R A
15 SR bR R S B R T W R B, U TPCA B HL7E 4
ERELE S5 S DR R T 48 T HEAEH . U RN

T IE VR AU B, AR 3B A RS MERG R
A SR I R R, b B s S B Rl
score ZJ [ Ik 0.44% , F& Wi 155 B fig A 200 Ak R BRI 3R
I8 B FEBIRIG I AR BB T o B BR & - R il
RS B ALTE Malimg F1 MalVis 2088 5 1 09K 81 5% 43
BT B 0.89% F11.20% ., IS E H A EHE S F YA Bl 32 ng
AT ADZEEHREI IR Z 2 HI 55 .

Table 9 Ablation experiment results on self-constructed dataset

*9 EEEHIEE AL ER (%)
W G I8 Fl1-
IPCA . Accuracy  Precision  Recall MCC
SiplEH AR score
J J - 88.06 83.39 8531 83.06 86.39
J - J 87.94 83.31 85.10 83.01 86.26
- J v 85.62 78.76 8452 77.67 83.58
v v v 88.35 8597  83.07 8345 86.72

Table 10 Ablation experiment results on Malimg dataset

#10 7 Malimg #3545 FHEBICIR LR (%)
W 438 F1-
IPCA . Accuracy  Precision  Recall MCC
SiplH AR score
J N - 98.48 9570 9576 95.61 98.21
J - J 98.48 95.61 9570 9576  98.21
- N J 97.72 92.15 9264 9237 9733
v v Y 98.69 9659 9631 9639 98.47
Table 11 Ablation experiment results on MalVis dataset
F11 FEMalVis ¥ FAERSIIO R (%)
WER 4TI F1-
IPCA L Accuracy  Precision  Recall MCC
TPLH fERE score
J J - 94.56 94.78 9451 9457 9434
N - J 94.20 9439  94.12  94.19 93.97
- J J 93.96 9420  93.87 9395 93.71
v v 95.82 9598 9576 95.83 95.65
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